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Jak spravneé nastavit Tor server

Vlozil/a cm311k1 [1], 13 Prosinec, 2011 - 10:36

e Anonymita [2]
e GNU/Linux a BSD [3]

V tomto ¢lanku shrnu "best practices" pri nastaveni Tor serveru v rezimu Exit Node. Zde popsané
nastaveni pouzivam i na svém serveru, ktery do bandwidthu Tor sité pridava 2MB/s. Aktualné sit Tor
tvori cca 2500 server( s celkovou kapacitou okolo 1TB/s.

Pro ty co neznaji Tor bych doporucil si nejdfive precist tento Clanek [4].

Zacal bych vysvétlenim proc se zapojuji do sité Tor. Tor nepouzivaji jen spamefi, lamy a warezaci,
ale predevsSim osoby, které potrebuji skryt svou identitu pred vlddou, agenty, ISP apod. Jednd se o
velmi Siroké spektrum uzivatell od soukromych osob, pres novinare, po osoby hlidané viadou,
protoZe jsou pro ni potencidlni hrozbou (Cina, Severni Korea apod.)

Prosté obcas Tor potiebuje kazdy z nés, at uz tfeba jen jako Sifrovany pristup pres nezabezpecenou
WiFi. Pokud mate zadjem o podrobnéjsi vysvétléni, tak vds nasméruji sem:
https://www.torproject.org/about/torusers.html.en [5]

Exit node vs Bridge node

+ Exit node - je server, ktery je schopen primo kontaktovat servery na Internetu, tj. pokud
tvori posledni ¢ast retézce, tak iniciuje spojeni a predava vysledky zpét. Bez exit nodl byste
se nebyli schopni pripojit k zAdnému zdroji na Internetu a mohli byste jen pouzivat sluzby sité
Tor (napf. hidden services [6])

» Bridge node - tento typ serveru neni viditelny ve verejném seznamu Tor serverl a slouzi
jako pripojny bod do Tor sité. Pouziva se kdyz vas ISP blokuje na firewallu pfistup do Tor sité.
Klient je schopen najit blizky Bridge node sém, nebo si mlzete vyzadat zaslani informace o
ném pres email. Vice informaci najdete zde: https://www.torproject.org/docs/bridges [7]

Instalace Tor serveru

Tor je soucasti vétsiny bali¢ckovacich systémU, takze by nemél byt nejmensi problém s jeho instalaci.
#Gent oo

energe tor

#Debi an, Ubuntu, . . .

sudo apt-get install tor

#...

Pokud se rozhodnete Tor zkompilovat, tak jen overte ze v systému jiz mate knihovnu libevent [8] a
zbytek je notoricky zndmé:

Jconfigure && make && make install

sudo useradd -d /home/tor -s /bin/false tor

vvvvv

Konfigurace Tor serveru

Konfigurace se nachazi v souboru /etc/tor/torrc a vzorovy priklad uvadim zde. Hodnoty CHANGEME
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prosim upravte podle sebe.

User tor

PIDFile /var/run/tor/tor.pid
Log notice syslog

DataDirectory /var/lib/tor/data
SocksPort 9050

DirPort 80

Di rPort Front Page /etc/tor/tor-frontpage. ht n
ORPort 8443

ORLi st enAddr ess CHANGEME: 8443
Ni ckname CHANGEME

Bri dgeRel ay 0

Bandw dt hRate 2 MB
AccountingStart day 12: 00
Accounti ngMax 10 GB

Exit Policy accept *:20-23 # FTP, SSH, tel net

ExitPolicy accept *:43 # WHA S

ExitPolicy accept *:53 # DNS

ExitPolicy accept *:79-81 # finger, HITP

ExitPolicy accept *:88 # kerberos

ExitPolicy accept *:110 # POP3

ExitPolicy accept *:143 # | VAP

ExitPolicy accept *:194 # I RC

Exit Policy accept *:220 # | MAP3

ExitPolicy accept *:443 # HTTPS

Exi t Policy accept *:464 # kpasswd

Exi t Policy accept *:531 # IRCITAIM

Exi t Policy accept *:543-544  # Kerberos

ExitPolicy accept *:563 # NNTP over SSL

ExitPolicy accept *:706 # SILC

Exit Policy accept *:749 # kerberos

ExitPolicy accept *:873 # rsync

ExitPolicy accept *:902-904 # VMhar e

Exit Policy accept *:981 # Renote HITPS nmanagenent for firewall
Exit Policy accept *:989-995 # FTP over SSL, telnets, |NMAP over SSL,

SSL

ExitPolicy accept *:1194 # QpenVPN

Exi t Policy accept *:1220 # QI Server Admin
ExitPolicy accept *:1293 # PKT- KRB- | PSec

Exi t Policy accept *:1500 # VLS| License Manager
ExitPolicy accept *:1533 # Sametine

ExitPolicy accept *:1677 # GroupW se

ExitPolicy accept *:1723 # PPTP

ExitPolicy accept *:1863 # MSNP

Exit Pol icy accept *:2082 # | nfowave Mbility Server
Exit Policy accept *:2083 # Secure Radius Service (radsec)
Exit Policy accept *:2086-2087 # GNunet, ELI

Exit Policy accept *:2095-2096 # NBX

ExitPolicy accept *:2102-2104 # Zephyr

Exi t Policy accept *:3128 # SQUI D

ExitPolicy accept *:3389 # M5 VBT

Exit Policy accept *:3690 # SVN

ExitPolicy accept *:4321 # RWHA S

Exit Policy accept *:4643 # Virtuozzo

Exit Policy accept *:5050 # MVCC

Exit Policy accept *:5190 # 1CQ
ExitPolicy accept *:5222-5223 # XMPP, XMPP over SSL

ircs, POP3 over
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Exit Policy accept *:5228 # Androi d Market
Exit Pol icy accept *:5900 # VNC
ExitPolicy accept *:6660-6669 # | RC
Exi t Policy accept *:6679 # | RC SSL
Exi t Policy accept *:6697 # | RC SSL
Exit Policy accept *:8000 # i RDM
Exi t Policy accept *:8008 # HTTP alternate
Exi t Policy accept *:8074 # Gadu- Gadu
Exit Policy accept *:8080 # HTTP Proxies
ExitPolicy accept *:8087-8088 # Sinplify Media SPP Protocol, Radan HTTP
Exit Policy accept *:8443 # PCsync HTTPS
Exit Policy accept *:8888 # HTTP Proxies, NewsEDGE
Exit Policy accept *:9418 # git
Exit Policy accept *:9999 # di stinct
Exit Policy accept *:10000 # Networ k Data Managenent Protoco
Exi t Policy accept *:19294 # Googl e Voice TCP
Exi t Policy accept *:19638 # Ensimcontrol pane
* - %

Exitpolicy reject

Par proménnych vysvétlim:

e User - uzivatel pod kterym Tor server pobezi, nemélo by jit o pfrilis privilegovaného uzivatele

e SocksPort - lokdIni SOCKS port, ktery mohou pouzivat aplikace na serveru pro pristup do Tor
sité

e DirFrontPage - stranka, kterd se zobrazi pfi pristupu na DirPort. Pokud je to mozné, tak
pouzijte port 80, protoze pokud nékdo najde vasi IP adresu v logu (utok, spam, ...), tak se
mUze dozvédét Ze se jednd o Tor Exit node a jak je mozné vas pripadné kontaktovat

» ORPort - port ke kterémU se budou pripojovat klienti pouzivajici Tor sit. IdedInim portem je
80, nebo 443, protoze nebyvaji blokovany na firewallech

¢ ORListenAddress - verejna IP adresu serveru a ORport

* Nickname - nick serveru

» BandwidthRate - kolik bandwidthu mdze Tor maximalné pouzit

e AccountingStart - kdy se mé vyresetovat statistika pro AccountingMax

e AccountingMax - maximum prenesenych dat za ¢asové obdobi. Hodi se v pfipadech kdy
neni mozné poskytnout veskery volny bandwidth, nebo kdyz méate limit na pocet
prenesenych dat. V nasem prikladu je limit nastaven na 10GB denné.

» ExitPolicy - pravidla jako na firewallu povolujici pfistup na specifické porty, aby doslo k
zamezeni nékterych sluzeb, které vycucdavaiji traffic a nemaji na Tor siti co pohledavat
(torrent napriklad).

Vzorovy soubor tor-frontpage.html prikladdm na konci ¢lanku. Jen zmérite text CHANGEME za vasi
emailovou adresu. Origindl jsem nasel zde [10].
Tor v chrootu

Pro vyssi bezpecnost byste méli spustit Tor v chroot prostredi. Za¢néte tim, Zze stdhnete zdrojové
kédy http://www.torproject.org/download-unix.html.en [11]

# add tor user
sudo useradd -d /honme/tor -s /bin/false tor

# install

./configure --prefix=/tor
meke

TORCHROOT=/ hone/ t or/ chr oot
sudo nkdir -p $TORCHROOT
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sudo make install prefix=$TORCHROOT/tor exec_prefi x=$TORCHROOT/ t or

# shared libraries

sudo nkdir $TORCHROOT/lib

sudo cp “ldd $TORCHROOT/tor/bin/tor | awk '{print $3}'|grep "~/"" $TORCHROOTI/Ilib
sudo cp /lib/libnss* /lib/libnsl* /lib/ld-linux.so.2 /lib/libresolv* [fusr/lib/
libnss3.so /usr/lib/libgcc_s.so.* $TORCHROOT/ i b

# devi ces

sudo nkdir $TORCHROOT/ dev

sudo nknod -m 644 $TORCHROOT/ dev/randomc 1 8
sudo nknod -m 644 $TORCHROOT/ dev/urandomc 1 9
sudo nknod -m 666 $TORCHROOT/dev/null ¢ 1 3

# conf files

sudo nkdi r $TORCHROOT/ et ¢

sudo sh -c "grep ~tor /etc/passwd > $TORCHROOT/ et ¢/ passwd"

sudo sh -c "grep ~tor /etc/group > $TORCHROOTI/ et ¢/ gr oup"

sudo cp /etc/nssw tch.conf /etc/host.conf /etc/resolv.conf /etc/hosts $TORCHROOT/ et ¢
sudo cp /etc/localtine $TORCHROOI/ et c

# dirs

sudo nkdir -p $TORCHROOT/ var/run/tor

sudo nkdir -p $TORCHROOT/ var/lib/tor

sudo nkdir -p $TORCHROOT/ var/lib/tor2

sudo nkdir -p $TORCHROOT/ var/| og/tor

sudo chown tor:tor $TORCHROOT/var/run/tor
sudo chown tor:tor $TORCHROOT/var/lib/tor
sudo chown tor:tor $TORCHROOT/var/lib/tor2
sudo chown tor:tor $TORCHROOT/ var/| og/tor

# EDIT torrc configuration file

# test start
sudo chroot $TORCHROOT /tor/bin/tor

Vice informaci mlzZete nalézt zde: https://trac.torproject.org/projects/tor/wiki/doc/TorInChroot [12]

Dalsi informace:
https://www.torproject.org/docs/fag.html.en [13]
https://blog.torproject.org/blog/tips-running-exit-node-minimal-harassment [14]
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