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Jak nastavit dvoufaktorovou autentizaci k vasemu
Google (Gmail) uctu pomoci hesla a casového kdédu

Vlozil/a cm311k1 [1], 17 Kvéten, 2011 - 23:23

e Security [2]

V tomto clanku vam ukazu jak nastavit dvoufaktorovou autentizaci k vaSemu Google ¢i Gmail Guctu a
oddélend hesla ke vSem aplikacim pristupujicim k vasim datlm, ¢imz se podstatné snizi moznost
zneuziti vaseho uctu. V dnesni dobé Cloud computingu a sdruzovani informaci, kdy mate vsechny
emaily, kontakty, kalendare, dokumenty, fotky, hudbu, data a ¢isla debetnich karet, ... na jednom
misté, je toto téma prvoradé.

Zprvu se mi moznost nastaveni dvoufaktorové autentizace nezobrazovala, ale vy ostatni byste méli
byt schopni prejit na danou stranku po kliknuti na tento odkaz:

https://www.google.com/accounts/SmsAuthConfig [3]

Pokud ani tak ne, tak si nastavte svoje telefonni &islo v sekci "Obnova hesla" ¢i "Recovering your
password" zde: https://www.google.com/accounts/ManageAccount [4]

Personal Settings

Security Changing your password
Recovering your password
Using 2-step verification
Authorizing applications & sites

Na Uvodni strance vybereme typ naseho mobilniho telefonu: Android, BlackBarry, iPhone
Dle vybéru se zobrazi instrukce s postupem instalace aplikace.
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Go 3[{3‘ accounts

Set up 2-step verification for

w

Set up your phone Add a backup Confirm

Tell us what kind of phone you use, and then you'll set up a way to get your verification codes.

_ iPhone =

Install the verification application for iPhone.

»  The Google Authenticator application, which is available in the App

W Store, generates your codes. After you install the application, you can
\J get codes without an Internet or phone connection.

1. On your iPhone, tap the App Store icon.

2. Search for Google Authenticator.

3. Tap the app, and then tap Free to download and install it.
Can't install the application?

When the application is installed, click Next to continue.

: « Back Next » Cancel

Tato aplikace se pozdéji propoji s vasim u¢tem a bude schopna generovat/pfijimat ¢asové omezeny
pristupovy kdd.
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Google Authenticator
Mo Ratings m

Google Authenticator works with 2-step verification
for your Google Account to provide an additional
layer of security when signing in. Use Google
Authenticator to generate verification codes directly
on your phone, without the need for a network
connection.

Features include:

-Automatic setup via QR code

-Support for multiple accounts

-Support for time-based and counter-based code
generation

To use Google Authenticator, you need to enable
2-step verification on your Google Account.

Featured op 25 Search Updates

Po instalaci aplikace ji propojime pomoci QR kédu, nebo vypsanim ru¢né.
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Google accounts

Set up 2-step verification for martin.cmelik@gmail.com

¥

Set up your phone Add a backup ~onfirm

Tal us what kind of phona you usea, and then you'l set up a way 1o gat your verification codes.

E iPhone

Now opan and configure Google Authenticator.

The easiest way io configure Google Authenticator is fo scan the QR code:

1. In Google Authendicalor, tap +, and then Scan Barcode.
2. Use vour phone's camera o scan this QR code.

+ Can't scan the OR code?

When the application iz configured, click Mext o test it,

« Back Mext = Cancel

Po UspésSném propojeni je mozné generovat kéd pro prihlaseni.
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Go :3[@ accounts

Set up 2-step verification for

-
Set up your phone Add a backup Confirm

So far, so good!

Your phone is now configured to receive verification codes.

Mobile application " iPhone

‘ But... what if your phone is unavailable, lost, or stolen?

In the next step, you'll add backup options for receiving the verification codes
neadad o access your account.

= Back Mext = Cance!

V dal$im kroku vdm Gmail vygeneruje sadu jednorazovych kodU, které je mozné pouzit v pripade
zcizeni mobilu.

Urcité je dobré si je nékam zapsat, kdyby bylo nejhdr.
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Go .3[{;' accounts

Set up 2-step verification for

v
=et up your phone Add a backup Confirm

Backup options are vital. Print some backup verification codes, and add another mabile or landline

Printable backup codes offer a way o access your acoount if your
phones aren't available. Each code will allow you to sign in one time.

Backup verification codas

L 6. f 8
. ! 7 ]
3. 7 g

1. ( ] 1
-I._ B T r

‘Wearmirg: H your phones are unavailable, fhese codes will be the anly way to ssgn in ko your accourt. Keep
tham someplace accessble, like your walet. Backup verfication codes are necossary whan you lose your
phang, 30 don'l slone Thaen hane,

Print codes

Select the checkbox to confirm you've printed or written down your codes.,
_ Yes, | have a copy of my backup verification codes.

« Back Cance|

Nastésti je mozné nastavit i alternativni mobilni telefon v pripadé zcizeni primarniho. Urcité tuto
moznost vyuzijte a zvolte formu SMS nebo Voice message.
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Go 3[4.-.‘ accounts

Set up 2-step verification for
v
Set up vour phone Add a backup Confirm
Backup oplions are vital. Print sorme backup verificalion codes, and add another mobile or landling phone numbsar that belongs fo you or a trusbed friend

¥ou can heve codes sant to your backup phane number if your primary FIhI:II'IE Iz unavailable, lost, or stolen.
Czech Republic ileska) & | +420 L

Send codes by:
SME text message

Autormated valoe message
= (Optional) Test the phona

1. Glick "Send code” and check your phane for the wverificalion code,

Send code | o Code sent.

2. Type the code you recaive in thw phons message, and click Verify.
Code: Werify
#" Your phone number s configured.
Click Meuxd 1o continue

B2k || Mexrs Canoel

V dalsim kroku vas Google upozorni, ze vSechny ostatni aplikace, bez podpory dvoufaktorové

autentizace, pouzivajici vas ucet budou nyni nefunkcni. Musite nastavit permanentni heslo pro
kazdou z nich. Vice informaci zde:

http://www.google.com/support/accounts/bin/static.py?page=qguide.cs&guide... [5]
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GG:\.JgIE accounts

Set up 2-step verification for

v
Set up your phone Add a backup Confirm

Before you turn on 2-step verification...

Google has detected thal you need to creale application-specific
passwords.

LR

Why is this important?

You are curmently using applications that cannot ask for verfication codes (like
mabile Gmail, deskiop Picasa, or AdWords Editor). To use these applications,
you'll need to enter an application-specific password in the password field
instead of your account password.

Don't worry—application-specific passwords need to be entered only once for
each application, and don't need to be memonzed

Google will show you how to creale application-specific passwords after you turn
on 2-step verification.

"« Back ) Nexts Cancel

(GO =31E accounts

Set up 2-step verification for

-
Set up your phone Add a backup Confirm

You're almost done! Confirm the Infarmation below and then chek *Turn on 2-siep verification ®

How to receive codes Turn on 2-step verification

Mebile application « iPhone

Backup phone number i ' You will be signed out of your Google Account on all davices.
including mobile apphcabions.

Printable back digs Printad ilhan down
rims P wt s The naxd time yoau sign in bo martn.cmalki@gmail.com, Googla will ask

you for your password and a verification code.

= Badk | Cancel

Po nastaveni hesel pro aplikace mUzete vidét jejich prehled a pristup pripadné zrusit.
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Application-specific passwords

Some maobile or desktop applications that work outside of a browser aren't yet compatible with
2-step verification. These applications are hard-coded to ask for a useamame and password, and
do not prompt for a verification code. If you want one of these applications to access your Google
Account, you must enter an application-specific password, not your Google Account password,
when asked for a password. Learm mora

Generate new application-specific password

To create an application-specific password, enter the name of the application or device you
will use it for:

THOATHE SO DL AT MLl RO N g | FicaEs deskboD o

[ Generate password '

Your application-specific passwords Creation date

iPhone Mail May 17,2011  [Revoke]
Gtalk on Mac May 17, 2011 [ Revoke |
Picasa on Mac May 17, 2011 [ Revoke |
Gtalk at work May 17, 2011 [ Revoke |
iPhone Mubi Do May 17, 2011 [ Ravoka |

Od této chvile bude tedy vase prihlaseni do Gmailu vypadat témer stejné, ale po zadani loginu a
hesla otevrete jesté svou mobilni aplikaci v telefonu a opiSete aktudlni ¢asovy kéd... jako pfistup do
banky.

Doporucuji vsem

URL clanku:
https://www.security-portal.cz/clanky/jak-nastavit-dvoufaktorovou-autentizaci-k-va%C5%Alemu-goo
gle-gmail-%C3%BA%C4%8Dtu-pomoc%C3%AD-hesla-%C4%8Dasov%C3%A9ho-k%C3%B3du
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