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Linux sysctl hardening and network tuning

Vlozil/a cm311k1 [1], 26 Duben, 2011 - 22:06

e GNU/Linux a BSD [2]
e Networks & Protocols [3]

e Security [4]

This article will show you how you can tune-up system security and network stack via sysctl.conf file
on Linux-based operating systems because by default are kernel parameters very general and as
other applications need some tuning to achieve better performance and system security.

| hope you will find it useful because | have spent many hours searching on websites and testing.
You can download file also as attachment.

Newest version should be found here: http://wiki.securix.org/doku.php/etc_sysctl.conf
Every feedback is appreciated. Thx

Kernel sysctl configuration file for Securix GNU Linux
File: /etc/sysctl.conf

Build with focus on security and network stack tuning
This is part of Securix GNU Li nux (www. securi x. org)

Aut hor: Martin Crelik (cn8l 1k1) - www security-portal.cz
Version: 0.1

Credits: cyberciti.biz, fasterdata.es. net

..and next +20 websites

For binary values, 0 is disabled, 1 is enabled. See sysctl(8) and
sysctl.conf(5) for nore details.

HoHHHHHFHHEH O HHHF R

#Hu#H###H#E Kernel confi g START ########H##HHH

# Controls whether core dunps will append the PIDto the core filenane.
# Useful for debugging multi-threaded applications.
kernel .core_uses pid = 1

# Kernel EXEC shield
kernel . exec-shield = 1
kernel . random ze_va_space = 2

# Reboot system when kernel panic occur, oops will wait 30 seconds untill cal
pani c()

kernel . panic = 30

ker nel . pani c_on_oops = 30

# Di sabl es the nmagi c-sysrq key
kernel .sysrq = 0

# No core dunps for SU D
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fs.suid_dunpable = 0

# Set maxi mum amount of nenory allocated to shmto 256MB
kernel . shmmax = 268435456

# Modify systemlimts for EnsimWEBppliance, check #cat /proc/sys/fs/file-nr where
i s nunmber of actual used files
fs.file-max = 65000

#Al | ow for nore Pl Ds
kernel . pid_max = 65536

#H###H#A# Kernel confi g END ########HHH#HH
#HH#H##H#AS | Pvd networ Ki ng START #####H##HHH#HH

# Controls | P packet forwarding
net.ipvd.ip_forward = 0O

# Di sabl e Proxy ARP
net.ipv4. proxy arp = 0

# Decrease the tine default value for tcp_fin_tineout connection
net.ipv4d.tcp_fin_tineout = 15

# Decrease the tine default value for tcp_keepalive_ tine connection
net.ipv4.tcp_keepalive_tinme = 1800

# Enabl e tcp_wi ndow _scal i ng
net.ipv4.tcp_w ndow_scal i ng

1
'_\

# Turn off the tcp_sack
net.ipvéd.tcp_sack = 0

# Turn off the tcp_tinestanps
net.ipv4d.tcp_tinestanps = 0

# Enabl e ignoring broadcasts request
net.ipv4.icnp_echo_ignore_broadcasts = 1

# Enabl e bad error nmessage protection
net.ipv4.icnp_ignore_bogus_error_responses = 1

# This renoves an odd behavior in the 2.6 kernels, whereby the kernel stores
# the slow start threshold for a client between TCP sessi ons.
net.ipv4d.tcp_no_netrics_save=1

# Prevent SYN attack
net.ipv4.tcp_syncookies = 1
net.ipv4.tcp_max_syn_backl og = 4096
net.ipv4.tcp_syn_retries =5
net.ipv4.tcp_synack_retries = 2

# Disable send redirects
net.ipv4.conf.all.send redirects = 0
net.ipv4. conf.default.send_redirects = 0

# Enabl e | P spoofing protection, turn on source route verification
net.ipvd.conf.all.rp filter = 1
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net.ipv4.conf.default.rp_filter = 1

# Enabl e redirects from gateways known in our routing table
net.ipv4.conf.all.secure_redirects = 1

net.ipv4.conf.default.secure_redirects = 1
# Disable | CMP Redirect Acceptance
net.ipv4.conf.all.accept _redirects = 0
net.ipv4. conf.defaul t.accept_redirects = 0

# Log packets with inpossible addresses to kerne
net.ipv4d.conf.all.log martians = 1
net.ipv4.conf.default.log _martians = 1

# Disable I P source routing
net.ipv4.conf.all.accept_source_route = 0
net.i pv4. conf. defaul t.accept_source_route = 0

# Buffer size autotuning - buffer size (and tcp wi ndow size) is dynam cally updated
for each connecti on.

# This option is not present in kernels older then 2.4.27 or 2.6.7 - update your
ker nel

# In that case tuning options net.ipv4.tcp_wrem and net.ipv4.tcp_rmemisnt
recomended

net.ipv4.tcp_noderate_rcvbuf = 1

# Increase the tcp-tine-wait buckets pool size
net.ipv4.tcp_max_tw buckets = 1440000

# Increase allowed | ocal port range
net.ipv4.ip_local _port_range = 1024 64000

# I ncrease the maxi mum nenory used to reassenble IP fragnents
net.ipv4.ipfrag_high thresh = 512000
net.ipvd.ipfrag_|l ow thresh = 446464

# Increase the maxi num anount of option nenory buffers
net.core.optmem max = 57344

#H##H#HHAS | Pv4d net wor Ki ng END #######H#HHH#H#

#H#HH#H#AH | Pv6 networ ki ng START ######H#H#HHH#HH#

# Nunber of Router Solicitations to send until assuming no routers are present.
# This is host and not router

net.ipv6. conf.defaul t.router_solicitations = 0

# Accept Router Preference in RA?
net.i pv6. conf.default.accept_ra_rtr_pref =0

# Learn Prefix Information in Router Adverti senent
net.i pv6. conf. defaul t.accept_ra_pinfo = 0

# Setting controls whether the systemw || accept Hop Limt settings froma router
adverti sement
net.ipv6. conf.default.accept_ra_defrtr = 0

# Router advertisenents can cause the systemto assign a gl obal unicast address to an
interface
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net.i pv6. conf. .autoconf = 0

# How many nei ghbor solicitations to send out per address?
net.i pv6. conf. .dad_transmits = 0

# How nmany gl obal unicast |Pv6 addresses can be assigned to each interface?
net.i pv6. conf. . max_addresses = 1

H#H#AR#H#E | Pv6 net wor Ki ng END #######H#H##HH#
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